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Federal Identity Proofing — NIST SP 800-63A-4 IAL2 & IAL3

Trust Swiftly delivers attended, high-assurance identity proofing for agencies, systems integrators, and
contractors — on controlled hardware, inside your security boundary, with evidence packages built for ISSO
review and 3PAO assessment.

NIST SP 800-63A-4

FEDRAMP HIGH (CLASS D) ALIGNED SOC 2 TYPE Il

== CORE COMPETENCIES

Attended IAL3 identity proofing per NIST SP 800-63A-4 — trained agents attend
live sessions while applicants use provider-controlled, inspected hardware at their
office or home.

Instant IAL2 verification on the same workflow engine — run IAL2 pre-enrollment in
parallel while 1AL3 kits are in transit so urgent starts stay on schedule.

Document, NFC chip & biometric evidence capture with continuous anti-spoofing
and Al-deepfake defense; KBV-free by design, as rev 4 requires.

Defensible evidence packages — session artifacts, chain-of-custody records, and
NIST 800-63A-4 control mappings packaged for ISSO review and 3PAO assessment.

Step-up re-verification for account recovery, privilege elevation, and other high-risk
events after initial onboarding.

Boundary-respecting deployment — inside FedRAMP-authorized GovCloud

environments (e.g., GCP Assured Workloads, AWS GovCloud) or on agency-owned
systems.

== DIFFERENTIATORS

Coverage without enrollment centers: controlled proofing kits deploy to all 50
states and 32+ countries — offices and employee homes, no applicant travel.
IAL2 + IAL3 on one platform, including instant IAL2 — one vendor, one evidence
model, every assurance level.

$100K public spoofing challenge against our proofing stack — zero successful
bypasses to date.

Auditable hardware custody: every kit is cryptographically verified, physically
inspected, and chain-of-custody logged after each verification session.
Hardware-agnostic and transparent: vetted COTS or government-furnished
equipment (GFE), with SBOM visibility — no black-box kiosks or opaque supply
chains.

Data sovereignty: Pl stays in your controlled boundary and is purgeable on
demand — no multi-tenant commingling of biometric evidence.

== SELECTED PERFORMANCE

15 hrs

of manual review recovered
per week per team

95%

reduction in fraudulent
applications (Ready
Capital)

25%
faster hiring and
onboarding cycle times

Published customer results from identity verification deployments; federal references and a live
capability demonstration are available on request.
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APPLICABLE NAICS

541519 Other Computer Related
Services

541512 Computer Systems Design
Services

518210 Computing Infrastructure &

Data Processing

PROCUREMENT PATHS
® GSA Schedule

o NASA SEWP

e [TES-SW2

e Direct award & pilot programs

COMPLIANCE & SECURITY
o NIST SP 800-63A-4 aligned (IAL2 / IAL3)

e FedRAMP High (Class D) aligned
deployments

SOC 2 Type Il - ISO 27001

e Supports EO 14028 & OMB M-22-09 Zero
Trust

Accessibility-ready remote workflows

DEPLOYMENT MODELS
o Managed remote kits (fastest start)
e Deployable kiosks (field ready)

o Government-owned & operated on GFE
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